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Global Challenges for Security:
Game Theory for Security Resource Optimization
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Example Model:
Stackelberqg Security Games

Adversary

Security allocation:

e Target weights

e Opponent reaction

Defender

' = :

Target #1

Target #2
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Stackelberg Security Games
Security Resource Optimization: Not 100% Security

e Random/mixed strategy:

. Adversar
®» [ncrease cost/uncertainty to attackers — y

e Stackelberg game:

® Defender commits to mixed strategy

e Stackelberg Equilibrium: Optimal random?

Defender

Target #1

Target #2
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Research Contributions:

Game Theorx for Securitx

Computational game Behavioral game
theory: theory:

* FExploit human
* Massive games .- behavior

models
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Applications: Deployed Security Assistants

US Coast Guard

Airports, access
roads & flights
TSA,

Airport Police

Urban transport
LA Sheriff 's/TSA
Singapore Police

Environment

US Coast Guard

& others
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Key Lessons: Security Games

Decision aids based on computational game theory 1n daily use

e Optimize limited security resources against adversaries

Applications yield research challenges: Science of security games

® Scale-up: Incremental strategy generation & Marginals

e Uncertainty: Integrate MDPs, Robustness, Quantal response

Current applications (wildlife security): Al challenge problems

e Global challenges: Merge planning/learning & security games
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Outline: “Security Games” Research (2007-Now)

Environment

T T o
S i ¥

Trains

2007 2009 2011 2012 2013 PARE

Evaluation I: Scale up? Handle uncertainty?

Evaluation II: Real-world deployments 24 |
(Patience)

-

Publications: SE[:“H"Y and
AAMAS, AAAL 1JCAL.. B9\ AL

2007 onwards

Milind Tambe
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Airport Security: Mapping to Stackelberg Games

ARMOR: LAX (2007)

* 6 plots against LAX

GUARDS: TSA (2011)

) GLASGOW 6/30/07
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Pita Paruchuri

ARMOR Operation [2007]
Generate Detailed Defender Schedule

Target #2

Target #1
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ARMOR MIP [2007]
Generate Mixed Strategy for Defender
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ARMOR Payoffs [2007]

Previous Research Provides Payoffs in Security Game Domains
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ARMOR MIP [2007]

Solving for a Single Adversary Type

[
I
==

S
£t =

o ARMOR...throws a digital cloak of invisibility....
Griuwn,

Uncertain | ~

: N crider strategy
.

:‘ﬁ:h ersary strategy

Adversary best
response

der

ected utility
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IRIS: Federal Air Marshals Service [2009]
Scale Up Number of Defender Strategies

" ARMOR Wi @ IRIS
- 8 Terminals L gEEE ~ 1000 flights/day B2
ACtl ~100 ' Complex tours |
T fm— s - Actions: ~104!

TerraM, s

41
e /000 Flights, 20 air marshals: 10 combinations
®» ARMOR out of memory

® Not enumerate all combinations:
® Branch and price: Incremental strategy generation
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IRIS: Scale Up Number of Defender Strategies [2009]
Small Support Set for Mixed Strategies

Small support set size: 1000 flights, 20 air marshals:

 Most x1 variables zero
ombinations
maqu ZZ Ryxzq] Attack Attack Attack | Attack
1000

eX jeQ

.3 =13 g, =1 W

€0 x124=0.239 5 -10 4,-8 ... -20,9

0<(a _Z ] l)<(1_W-9-m-§—PO—9-§H:9-
=4 x378=0.123 - 1041 o

e [0...1], q] e {0,1}
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IRIS: Incremental Strategy Generation
Exploit Small Support

Master
- Attack 1 | Attack 2 | Attack... | Attack 6

1,2,4 igtl ;-8 -20,9 Best new pure strategy:
Minimum cost network flow
- Attack 1 | Attack 2 | Attack... | Attack 6

1,2,4 il -8 -20,9

-8,10 810 ... -8,10\
Converge: -

GrLoedr B0 500 rows
oo O 0| NoT 10
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IRIS: Deployed FAMS (2009-)

‘ ;513 New Project ‘

’ ﬁ Load Project ‘

Sionificant change in operations

Intelligrent Randemization In Scheduling

[ICREATE [5Heore

“...in 2011, the Military Operations Research Society selected a University
of Southern California project with FAMS on randomizing flight
schedules for the prestigious Rist Award...”
-R. S. Bray (TSA)
Transportation Security Subcommittee
US House of Representatives 2012
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Networks: Mumbai Police Checkpoints[2013]*

150 edges; 2 Checkpoints
150-choose-2 strategies

Image ©2010 GeoEye C I
Image © 2010 TerraMetrics ©2010 1008 e

©2010 Google

*With V Conitzer 20/59



http://www.chicagonow.com/blogs/dennis-byrne-barbershop/assets_c/2009/12/Mumbai-thumb-550x301-41266.jpg
http://gallery.mid-day.com/plog-content/images/specials/minutes-to-midnight/police-nakabandi.jpg

Networks: Mumbai Police Checkpoints[2013]*
Incremental Strateqy Generation

N WA S TN R N o Y
e [og I
o) (PRI £ K ;.
Py & ’,‘f‘ We Lo <
Lo iy TNy S L & e
Sy ” RS . ¥
SRR NS :

Double oracle: Converge to a global optimal

Path #1 Path #2 Path #3
Defender oracle

Path #1 Path #2

Checkpoint B
strategy #1

Checkpoint G 1, -1 2,2

1,1 2.2

strategy #2 Checkpoint 5,-5 -1, 1
strategy #1
Checkpoint 5,5 2, -1

Attacker oracle strategy #2
Path #1 Path #2

Checkpoint

strategy #1

Checkpoint
strategy #2

-.Google

*With V Conitzer 21 /59
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Double Oracle[2013]

Incremental Strategy Generation: Exploit Small Support

150 edges; 2 Checkpoints
Only six candidate edges
for checkpoints

Image © 2010, GeoEye C I
Image ©2010:TerraMetrics 2010 1008 e

©2010 Google
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Mumbai Police Checkpoints[2013]
Results of Scale-up

X i
L]
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Double Oracle: Social, Cyber Networks[2013] ,
Incremental Strateqy Generation e &

Social networks: Cyber networks:
e.g., COllntel’-insul’gency

Intermediate




Outline: “Security Games” Research

Environment

Trains

2007 2009 2011 2012 2013 AR
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http://en.wikipedia.org/wiki/File:Long_Beach_Civic_Center_Metro_Blue_Line_Station_1.JPG
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Port Security Threat Scenarios

US Ports: $3.15 trillion economy
USS Cole after suicide attack Attack on a ferry

26 /59



PROTECT: Randomized Patrol Scheduling [2013]
Port Protection (Scale-up) and Ferries (Continuous Space/time)

27759



PROTECT: Randomized Patrol Scheduling [2013]
Port Protection (Scale-up) and Ferries (Continuous Space/time)

% Whitehall
I Pier 11§
e

Port Liberte o el )\

NEW YORK

-1’

L
I\\\ KA

St. George ®
Atlantic

STATEN Highlands
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Ferries: Scale-up with Mobile Resources & Moving Targets
Transition Graph Representation

5 min

10 min

15 min

A A, 5 min

- ===>A, 10 min

A, 15 min

B B, 5 min

— = ==>»B, 10 min

e

B, 15 min

e

C C, 5 min

————#C, 10 min

C, 15 min
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Ferries: Scale-up with Mobile Resources & Moving Targets
Transition Graph Representation

5 min 10 min 15 min

A A,5Smin ~=--->»A,10min ————>
B B,Smin —=--- - —=>B, 15 min
C -==>C,10min - == =>C, 15 min

30/59
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Ferries: Patrol Routes
Exponential Numbers of Patrol Routes

e Patrols protect nearby ferry location; Solve as done in ARMOR

5 min 10 min 15 min

A = 3 romn | - [

B
F\O
¢ Gimnt-- vl - S

31/59



Ferries: Patrol Routes

Exponential Numbers of Patrol Routes Bng e Kikimvend

e Patrols protect nearby ferry location; Solve as done in ARMOR
®» Pr([(B)5), (C 10), (C15)])=0.17 & Pr([(4,5), (4,10), (B,15)]) = 0.07
» Pr([(B,5), (C10), (B,15)]) =0.13 W Pr([(4,5), (4,10), (4,15)]) = 0.03

NT variables
5 min 10 min 15 min

A = 3[xomn ] - >[X s

‘
b [Esm f--—faien
mn |-

«
¢ [Emn t---fCiomn | - >[cismn
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Ferries: Scale-up
Marginal Probabilities Over Segments

Fang Jiang Kiekintveld

e Variables: NOT routes, but probability flow over each segment

A

5 min 10 min 15 min
A

A A Smm

==

¢ [Comm b foRmn - S[cismn

1 A, 10 min - A, 15 mm Ferry

33/59



Ferries: Scale-up with Marginals Over Separable Segments

Significant Speedup

® Obtain marginal probabilities over segments

- —

C

B Omin B, 15 min
| 0
0.17

— - (C.10), (C.15)]) = 0.17
N-.T variables‘ W (C.10), (B,15)]) =0.13

5 min 10 min 15 min

0.03
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Outline: “Security Games” Research (2007-Now)

Trains
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TRUSTS: Frequent adversary interaction games
Patrols Against Fare Evaders

10 min 15 min

37/59
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TRUSTS: Frequent adversary interaction
Uncertainty in Defender Action Execution

10 min 15 min

5 min
0.03

b - -fo o} - - <t
| :

C,5min |- === = >{C. 15 min
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TRUSTS: Frequent adversary interaction =
Uncertainty in Defender Action Execution

Jian

® Markov Decision Problems in Security games

10 min 15 min

5 min
. ) 0.10 ) 0.03 :
A, 5 min A, 10 min A, 15 min
MA| 2(F) -= HAL 3{F)

Start Time: 18:30 ‘
| End Time: 18:40 ]
7 Transit . B B, 5 min B, 10 min B, 15 min
l 4
l

NAL 3(P) -> NA| 4(F)

Start Time: 18:40
Enel Time; 18:50

IT,__.-—] Transil . . .
C, 5 -===-7AC, 10 = =21C, 15
| [G5mn = >[Cismn
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Urban Transportation Security: o 2

MDPs & DEC-MDPs in Security Games 4 5

COPS': LA Metro System STREETS: Singapore Roads
(Against Opportunistic Crime)

|
e i ’ : &
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Uncertainty Space Algorithms: .?J %\
Bayesian and Robust Approaches === #=t\ 87

Adversary payoff uncertainty

Payoffinterval; e Bayesian
Not point GMC ¢ HUNTER e

estimateBRAS S X

\ RE Adversary observation &
\R Ll defender execution
W uncertainty
P URAC
_ -
-~
- _ 15 BISG ORECON BURAC
onotonic Maximin =
(Monotonic adversary) _q;; 1
=
Adversary rationality g 0.5
uncertainty 2 |
> #Targets 10
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Security Games, Environmental Crime & a

Ford Brown

& Bounded Rationality

Wildlife — Y

Queen Elizabeth National - ucanpa
Park
Uganda

20 km

—

Fishery
ulf of Me
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Higher
density
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Uncertainty in Adversary Decision: Bounded Rationality
Human Subjects as Poachers

Game 2  Caughtl
|| Total: $1.3=$1.4 - $0.1

Reward if Penaltyif %  Money
successful caught by earned if
e  rangers o successful
& &
L)
9 -1 0.9
Percentage of Percentage of
success failure
0% 100%

End Game

;00qle
Goc Sk Map data ©2014 Google Imagery ©2014 DigitalGlobe | Terms of Use | Report a map error
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B b b 4 o o

Uncertainty in Adversary Decision[2009]
Human subjects: Anchoring, ¢-Optimality”*

Average expected reward
Unobserved 5 Observations 20 Observations Unlimited

. ¥ ARMOR
— | mUniform
— COBRA

1

®» ARMOR: Outperforms uniform random
®» COBRA:
max,, ) ) R,xq,

e X jeQ

st. X'=(l—a)x+a(d/| X))
(l-g)<(a =) Cx', )< +(Q—g,)M

ie X

Anchorin
s—optlma}nz =

*With Sarit Kraus 44 /59



Quantal Response Model of Adversary [2011]
Not Maximize Expected Utility Yang

Quantal Response: Stochastic choice, better choice more likely

A (EUadversary (x./))
€

Adversary’s probability _

. : T
of choosing target ] Z - Py ppyadversary (x. /)

=]

2 /1 EU(J(IVCI’ACH’:)/ (x ])

|.5
dqhﬂ
q%?¥;z: I xgmo
| aa’versarjy ( X ]

05 E COBRA

= ARMOR

Payoff | Payoff 2 Payoff 3 Payoff 4 45 /59




Uncertainty in Adversary Decision [2012]

Robust vs Modeling Adversaries™

Robustness.: Bound loss to defender; Not model attacker via OR

B * (Adversary’s utility loss if Results on 100 games

deviates from optimal) ~>= Robust wins Draw QR wins
(Defender’s utility loss due to

adversary deviation)

Defeating Robust: Learned subjective utility

o SEU“Y ™ (x, ) Results on 22 games
9, = M e SU-QR wins Draw Robust
Z ei-SEU Y(x,J"
_, 13 g 1
j'=1
a., -
SEU(j)=w, x capture prob Results against security experts

+ wyx attack reward SU-QR wins Draw  Robust

Wy attack penalty

*With Sarit Kraus 46 /59



PAWS: Protection Assistant for Wildlife Security[2014]
Repeated Stackelberg Game

Bayesian SUQR.: Heterogeneous Poachers

o SEU;(W1,W2,W3)

Y, o SEU (W1, W2,W3)

Learn from
crime data:

Defender
calculates
mixed strategy

round ]  round 6 round 11 round 16 round 21 round 26

0
20
40
-60
80 ||

Poachers attack
targets

Detender
executes
randomized
patrols

Defender Cumulative
Expected Utility

Simulation| ¢



PAWS Test: April 2014
Trials in Queen Elizabeth National Park

| Andrew Lemieux with rangers
- | on PAWS patrol in Uganda

=




Security Resource Optimization:
Evaluating Deployed Security Systems Not Easy

e Game theory: Improvement over previous approaches

®» Previous: Human schedulers or “simple random”™

| F:14) Field Evaluation: Field Evaluation:
Evaluation Patrol quality Tests against adversaries

Unpredictable? Cover?

Simulated Compare real schedules | “Mock attackers”
adversary

Human subject | Scheduling competition | Capture rates of
adversaries real adversaries

Expert evaluation
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Why Does Game Theory Perform Better?
Weaknesses of Previous Methods

® Human schedulers:

® Predictable patterns, e.g., US Coast Guard
» Scheduling effort & cognitive burden

® Simple random (e.g., dice roll):

» Wrong weights/coverage, e.g. officers to sparsely crowded terminals

® No adversary reactions

e Multiple deployments over multiple years: without us forcing them

50/59



Lab Evaluation via Simulations:
Example from IRIS (FAMS

Defender Expected utility

N
o

® Uniform ZWeighted random 1  @Weighted random 2 ®IRIS
6

4

2

Schedule Size

51/59



Field Evaluation of Schedule Quality:
Improved Patrol Unpredictability & Coverage

PROTECT (Coast Guard): 350% increase defender expected utility

Patrols Before PROTECT: Boston Patrols After PROTECT: Boston

Base PatrolM

Count

Count

e

p——

Day 1 Day2 Day3 Day4 Day5 Day6 Day?7 Dayl Day2 Day3 Day4 Day5 Day6 Day?7
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Field Evaluation of Schedule Quality:
Imgroved Patrol Ungredictabilitx & Coverage for Less Effort

IRIS for FAMS: Outperformed expert human over six months
Report:GAO-09-903T e =

Infelligent Randomizztion ln Scheduiling

ARMOR at LAX: Savings of up to an hour a day in scheduling

53 /59



Field Evaluation: Human vs Game Theory Competition

Counter-terrorism Patrol Scheduling

® 90 officers on LA Metro Trains

® Humans required significant effort

» Worse schedules than game theory

(S

B (
I N I
|

® Observer’s report on questions: <#-Human <#=Game Theory

(]
S
(o]
O
n
>
=
-
=
(&)
(]
n

@
W o
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Field Test Against Adversaries: Mock Attackers
Example from PROTECT

® “Mock attacker” team deployed in Boston
®» Comparing PRE- to POST-PROTECT: “deterrence” improved

® Additional real-world indicators from Boston:

® Boston boaters questions.:

@““..has the Coast Guard recently acquired more boats™

® POST-PROTECT: Actual reports of illegal activity

55 /59



Field Tests Against Adversaries
Computational Game Theory in the Field

Controlled m Game Theory

15
- [momliEm o |10

® Game theory vs Random | 5

|

Rand+Human

B

: .. # Captures # Warnings # Violations
® Identical conditions 130 min 130 min 130 min

e 21 days of patrol 0

® Random + Human

Not controlled 100 - m Miscellaneous
80 - ® Drugs
60 - ® Firearm Violations
40 -
i =
0 L BN 0 BN 00 e 0 =0 Ban
S 9O Q N N
Q Q N N N
S T >



http://la.streetsblog.org/wp-content/uploads/2012/08/blue_line_2.jpeg
http://www.google.com/url?sa=i&source=images&cd=&cad=rja&docid=-oPv67nyd97aRM&tbnid=L7dYjIJuBCfwcM:&ved=0CAgQjRwwAA&url=http://www.worldviator.com/place/los-angeles-international-airport-lax/&ei=JbELUvabGoq62wWlmICADA&psig=AFQjCNFhSbRBvcHPMG7rts7MzC1cRWyyfg&ust=1376584357551940

Expert Evaluation
Example from ARMOR, IRIS & PROTECT

June 2013: Meritorious Team Commendation  July 2011: Operational Excellence
from Commandant (US Coast Guard) Award (US Coast Guard Boston)

September 2011: Certificate of February 2009: Commendations
Appreciation (Federal Air Marshals) LAX Police (Clty of Los Angeles)

Ay T
AR,

o

= 2,

%Uf:

=N
inD =

Transportation Security
Administration

ks

Office of Law Enforcement/Federal Air Marshal Service
Milind Tambe

In recognition and appreciation of your outstanding achievement in developing the
Intelligent Randomization In Schedulin ng (IR15) program to advance the mission of the
Office of Law Enforcement/Federal Air Marshal Service.

This 2" day of September, 2011

Ja/c-zi%/

Stindies, Research and Analysis
“OfFice of Flight Operations
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http://teamcore.usc.edu/Awards/coast_guard_lapel_pin.png
http://teamcore.usc.edu/Awards/Meritorious_2013.jpg

Summary: Security Games

Decision aids based on computational game theory 1n daily use

e Optimize limited security resources against adversaries

Applications yield research challenges: Science of security games

® Scale-up: Incremental strategy generation & Marginals

e Uncertainty: Integrate MDPs, Robustness, Quantal response

Current applications (wildlife security): Al challenge problems

e Global challenges: Merge planning/learning & security games
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Just the Beginning of “Security Games”....

e Follow on research & applications:

Privacy audits Software testing Sport event security Singapore train Exam questions
(Sinha IJCAI’13) (Kukreja ASE’13) (Yin AAAL’14) (Varakantham IAAI'13) (LilJCAI’l13)

e Our
next
steps:

Startup:ARMORWAY

Thank you CRE ATE \fg} Transportation
Security :
to SpOHSOl‘S: mnOWELM\DREPURﬁFENTER %’&,ng)& AdmmlStTaﬂOH Armv Research Office




THANK YOU

tambe(@usc.edu
http://teamcore.usc.edu/security
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1. Models and Simulations:

Examele from ARMOR SLAXZ

ARMORV/s Non-weighted (uniformed) Random
for Canines
. -#ARMOR: 6
5 | canines
5 4 g8 g B S—3pg
© 3 - ‘_M
3 5. ==ARMOR: 5
£ 1 canines
O -
-1 A
-2 i ARMOR: 3
B B B B B B B canines
Q\é‘b \x,e?b @boe?&b /\Q&@b ‘<‘\b 5 ,5&‘6@ @é‘b
N\ .
- Non-weighted:
Days 6 canines
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Evaluation

® Revenue and optimality guarantee

E
#
#

- A
o ge;
©
= 3 99% —
01.4 9 ? ﬂ///
o ® 98%
- --BLUE o ° ---BLUE
91. GOLD > . GOLD
CGEJ +GREEN 8 97% -A—GREEN
| —RED o) —RED
a5 s 7 6% 5 6 7
Number of patrol hours S Number of patrol hours
O]
o
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Evaluation I: Models “in the lab” I

® ARMOR mCyclic Strategy ™ Restricted Uniform

25 Days 50Days 75 Days 100 Days

Defender Reward
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Scale up in Security Games:

ARMOR Variations

-=Multiple LPs —-+-DOBSS

—-+-HBGS
100 -

o =
R R, O
| | |

o
SN
]
--------’!L-‘i;----_--- .

’--

O 02 04 06 038

Deployment to Saturation
ratio

1

= Probability p

1

o
92

Carobability P

o0

(seconds)

Runtime
[\

-

Deployment to Saturation ratio & Hardness (with Leyton-Brown)

IRIS Variations

—-400 Schedules
——500 schedules
----- Probability p (400 schedules)
== Probability p (500 schedules)

r

4

L

LS. S

.ﬂ..n..n

Probability p

0

02 04 06 0.8
Deployment to Saturation
ratio

1
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Robustness — Payoff Noise

1
-
\S) -

o o o
© o

Defender's Expected Utility
.~ o b

—
N

[
—— 00—
N
<SS - 34 T n

Attacker A value

--PASAQ(A=1.5)
-=-DOBSS(A=00)
-<PASAQ(noise high)
--DOBSS(noise high)
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4. Expert Evaluation
ARMOR. IRIS. PROTECT...

“PROTECT-guided patrols became a source of pride
for my boatcrews .. The results have been

exceptional, ..
M Rear Admiral Neptun US Coast Guard (2011)

“We are satisfied with IRIS and confident in using
this scheduling approach.”

James B. Curren, FAMS (2010)

€¢

“LAX is safer today than it was 18 months ago.
Assistant Chief LAXPD, Erroll Southers, testifying
before congressional committee on homeland

security: (2008) 66 /59




Evaluation (Survey): Preliminary

Results

Etimated KMarginal Means

600

i
=]
=]

it
o
S

s
o
o

200

1

2

3

4 5 6 7 & 9% 10 11 12

25% Manual

25% Game Theoreti

Survey Item/Question

12 Questions about
safety and security at eachgstation




Where Did Payoffs Come From? Uncertainty? [2012]
Bayesian Stackelberg Game (Infinite Types)

e Approximate finite Bayesian Payoff
Stackelberg game via sampling

. uncovered
e Solve the sampled problem using ot 1 ﬂ
efficient search techniques 0 ' payoff

target

x HUNTERs- HBGSe-DOBSS

Iyl

( 20 30 40 50

Number of Types

Type] . Targetl

Typ e2: Targetl

Runtime (in seconds)

0.500
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Uncertainty in Attacker Surveillance [2010]
Stackelberg vs Nash (with Conitzer et al

il s i e Strong Stackelberg Equilibrium:

® Defender commits, attacker surveillance

abc

Congress: Terrorists Could Spo e Mixed Strategy Nash Equilibrium
Undercover Air Marshals

W Simultaneous moves, no surveillance

How should a defender compute her strategy?

Security games defender strategies

NE = Minimax

e

69 /59



Two Insights in ARMOR at LAX
Mapping to Stackelberg Games & Scale-up Challenges

| ‘

% X

Al |
A
- Y

==
3

\ ‘1 I

.

.

=y

i
| sioe

Defend#1

Defend#2

Defend#1  [Eyg] -1, 1 4,-2 -1,0.5

4,3 1.5,-0.5

—
-

Defend#2 , 1 3,-3

Defend#2  EECISY 2, -1

111 112 211 D20
SVNEESIN 33 22 23
Terminal #2 -3.8,2.6 g PI’eVlOllS WOI’k
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ARMOR: Scaling Up Adversary Types [2007]

Problem Decomposition via Type Independence

":=._, = ":;_, = ":;_, =

Term #1 | Term #2 Term #1 | Term #2 Term #1 | Term #2

2’_1 3.4 Defend#1  [I) -1,0.5

X jeQ

qu=1

jeo

0<(@' =) Cx)<(1-¢)M

i
eX

X, € [O...l],qj. e {0,1}

0<(d'-)_Cx)<(1-g))
ieX 71
X, € [O...l],qj. e {0,1}




Armorway, Inc.

ARMORWAY

Armor (@,

W

- oA Los Angeles World Airports
© 2014 Armorway Inc.

]
Armor Version 1.0 sﬁ LAX
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