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Part 1.
ldentity spoofiling



@S sFLphone VolP Client

2 e OpenVPNand...

192.168.56.101

1 2 3
cess to the trixbox web GUI use this URL

System Status Packages PBX System Setti etl] hitp:ss10.0.2.15 abc def
K} PBX Status: trixbox1.localdomain () etll http:/-192.168.56.181 4 5 6
Vi n ghi jkl mno
R e e O O e N AR - help on trixbox commands you can use from t 7 8 9
Uptime ¢nmand shell type help-trixbox. pqrs T wxyz
System uptime: 6 minutes, 9 seconds . .
Last reload: 6 minutes, 9 seconds ~ixboxl login: root * 0 #
jetiveichannel(s Thu Feb 2 19:41:29 on ttyl
Peer User/ANR [trixboxl.localdomain ~1# ifconfig tun®

0 active SIP dialegs Link encap:UNSPEC HWaddr 08 -80-80-00 0k I )

inet addr:18.8.8.18 P-t-P:18.8.8.17 Mask:255.255.255.255
UP POINTOPOINT RUNNING NOARF MULTICAST MTU:1588 HMetric:1
RX packets:19 errors:8 dropped:8 overruns:8 frame:B8

TX packets:11Z errors:8 dropped:B overruns:B carrier:8

Sip Peers collisions:B txgqueuelen:188

Name/username RX bytes:184Z24 (18.1 KiB) TX bytes:16714 (16.3 KiB)

sip
2000 [(INESES RSN [ trixboxl . localdomain
leee/1000 192.168.56.1

i : 8 online, 2 offlifne Unmonitored: 1 online, @ offlinel

sip (N : 5060
1 SIP registrations

1

£ & 14| @ [#Right cerl
T — 1y
dnsmgr Username Perceived Refresh State

Host Mask Port Status
A nnline A nffline A unmanitaredl

® Apache/2.... 93.103.46.115

V‘\\\
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SVNSM-

25.02.2012 | 23:41:22| 0:00:04 0 Si.mobil | 38640222xxx In
SVNSM-

25.02.2012 | 23:43:21| 0:00:02 0 Si.mobil | 38640444xxx In
SVNSM-

25.02.2012 | 23:45:04 | 0:00:02 0 Si.mobil | 38640666xxx In
SVNSM-

25.02.2012 | 23:46:37| 0:00:02 0 Si.mobil | 38640888xxx In




GSM module to open garage or front door

We offer a useful device with a simple phone call opens or closes the automated garage or front door.

GSM module is a device which allows an authorized user to open or close the door. Device recognizes up to five
specific phone numbers from which they can call on a GSM module which opens or closes the door.

Iku d.o.o. offers you:

o delivery of a package with instructions for use,
o mounting points agreed upon (please call us and we will send you the offer).

Using the GSM module to open the door:

on automated garage, front door or other GSM module is installed, in which the records are up to five phone
{mobile) numbers, which is possible with a quick phone call, in order to door opened or close the door. This method
accounts for the use of remote controls or additional equipment and appliances, because we assume that the
mobile phone is already
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Intercepting (VolP]}
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Fle Edit Wiew Go Capture Analyze Statistics Help

SGrRcuw Re-+FE EEacoaR @EEH-
—— L . N
Q & :Ej & % & = @ ﬁ @ .< @ Potisti | ¢ Uporabi

B e

Filter: + | Expression...
No. Time Source Destination Length Protocol Info e e S1p: . fla212.1] =
T il - : g
20: Jest: INVITE sip:015805373@212.1 , with| l
. us: FyLn
20:10:32.667 Detected 2 VoIP Calls. Selected 1 Call Y .g L
20:18:32.669| . N e
Start Time v Stop Time Initial Speaker | From To Protoca  Packets  State Comments dest: ACK s1p:015805S373@212.1 -

wozsase 216082 | ss3a011y QDD <sivos QRS- » 7 compLer e o o iiest: INVITE sip:O158053736212.1 4 . with
iAo bed Kovacict s . = 52 tus: 100 Trying

52 tus: 180 Ringing

[ s Bl cdp. ] 12 9
52 [ S

tus: 200 OK

tus: 487 Request Cancelled

dest: ACK s1p:015B05373@212.1 -

20:10:39.671  102,384695 1
20:18:48.173
20:10:41.175
10 20:10:42.669
11 20:10:42.671 — S ——
12 20:10:43.179 52
13 20:10:47.665

F D 0
.pcap - VoIP - RTP Player

1
2
3
4
5 20:10:33.454 OM" question AAAA cr
6
7
8
9

14 20:10:47.667. 258 %s s 28s 2s s Hs 2s
15 20:10:50.715 & [From 172.16.0.116:5062 to (P Ouration:64,04 Drop by Jitter Buff:0(0,0%) Outof Seq: 0(0,0%) WrongTim
: : . b | )
16 20:10:50.777 712.1 )
17 20:10:52.669
18 20:10:52.670 Prepan | —#iiw- - - . e e

encrypted_srtp_audio

> Frame 1: 44 bytes wwwrrc ooz vra

» Linux cooked caFture e o o = |_I - 0 |_| |_|
> Address Resolution Protocol (reques | g rrom (Y o 172.16.0.116:5062 Duration:6{=| b W) » ® = o o ]
Pler k| 4w 36-24-120 S| -36-24-12 0
- W T e BiE Y- 0w 80| o (| & 28| 2|L,
View a¢ -
I Q " 5| ALSA | 2 | 49 | default 2| A default 2| 2 (stereo)v | 2
9900 ©0 00 8O ©1 60 86 B 18 84 1b| Jitter buffer[ms] 50 |2 [] UseRTP timestamp Decg
L2165 66 01 68 62 66 64 60 61 6 14 -3,0 -2,0 -1,0 'JKP 1,0 20 30 40 50 60 7,0 80 90 10,0 11,0 12,0 13,0 14,0 150 | %
pe20 ©0 01 00 60 00 @0 0O 00 ac 18 X|encrypted_ ¥ ] 1,0 Def...
Mono, 44100Hz
32-bitno plavajoce| 0,5-
O® File: "/home/mate;/ N  P:ckets: 9799 Displayed: 9799 Mark... - Prol [ Utifaj | Selo
- + | 0,0~
o
L D [-05-
o
o -1,0
pEkyenes Zatetek izbora: @® Konec () Dolzina  PoloZaj zvoka:

projekta (Hz):
44100 | = Skofina.. [ | 0D0u0O0mO00.000s¥Y 00u0OmMOO0.000sY 00uDOmMOD.000sY



Part 1IIl:
Rerouting outgolng calls



Example: intercepting outgoing calls

SS7 attacks.

+386 1 123456

MSC, gsmSCF




Part 1IV:
Reroutling 1ncomling
calls/SMS messages



An attacker pretends that a subscriber is roaming
in his network... From this point on, all calls and
SMS messages for that subscriber are routed to
the attacker.

# W4 m 52%12:49

eObvescanje S

IVI.ENKIALNO gEesIo.
Veljavnost: 15 minut
. %

F:sms S:0n-Demand Tokencode
M:Enkratno geslo:
Veljavnost: 15 minut

d :

F:sms S:0n-Demand Tokencode
M:Enkratno geslo:
Veljavnost: 15 minut

d 1

s dill NOW 3 victim logs into his bank
account, and since he is using two-
g e Sl {5ctOr guthentication, his bank sends
SMS to his number with mTAN
access code...

@ Poslji nezavarovan SMS




Posing as a potential customer, this reporter registered an email
domain—“smsrouter.co”’— and, acting as a new text-message
routing service, approached a division of a large-scale, legitimate
telecommunications provider in Western Europe.

After exchanging emails over a weeklong period (and specifying
the fake company would need coverage in Europe), the telco
provided a quote: a one-time setup fee of around $2,650, with 50
percent paid upfront and the rest with the first invoice after
testing, and then a $6,600 monthly rental fee for a so-called
global title (GT)—a designated address for routing messages. The
telco also offered to connect The Daily Beast’s imaginary
company over a SIGTRAN link.

-- https://www.thedailybeast.com/you-can-spy-like-the-nsa-for-a-few-thousand-bucks



Part V.
GSM Interception



gr-gsm

oolset for capture and analysis of GSM signals.
grgsm_livemon -p 35 -f 938.8M

wireshark -k -Y 'licmp && gsmtap' -i lo

grgsm_scanner -p 35

Airprobe RElsdr

s 01 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2b 2i

File Ed o

® ® L]

Filter: | ticmp 8& gsmtap

No Tine Source
608 43.39878500€127.0..
616 43.45222506€127.6,
612 43.45623006€ 127..6.
614 43.46272206€127..6.
616 43.51803760€ 127..
618 43.52489900€ 127 .
620 43.53026400€ 127 .
622 43.58538300€ 127 .
624 43.58944200€ 127 .
626 43.64576000€ 127 .
628 43.65512300€127.0..
630 43.66085306€ 127..6.
632 43.71212366€ 127.6.
634 43.71768606€127..0.
636 43.72115306€ 127..6,
638 43.78267500€ 127.0
640 43.78544306€127..6,
642 43.79372766€127.0..
644 43.84476300€127.0.0.1

coooooo000

i
0.1
.0.1
.0.1
.0.1
.0.1
0.1
.0.1
.0.1
0.1

0
0
]
]
0
]

0.1
.0.1
0.1
.0.1
.0.1
.0.1

0.1

»Frame 22: 81 bytes on wire (648 bits), 8
»Ethernet II, Src: 00:60:00_00:00:00 (00:

phony Tools Internals Help

Destination

> Internet Protocol Version 4, Src: 127.0.0.1
»User Datagram Protocol, Src Port: 66524 (60524), Dst Port: 4729 (4729)
»GSM TAP Header, ARFCN: O (Downlink), TS: @, Channel: CCCH (6)

»GSM CCCH - Paging Request Type 1

0000 00 00 00 00 00 00 00 00
0010 60 43 7c 2a 40 60 40 11
0620 00 01 ec 6c 12 79 09 2f
0630 5 00 00 6 cd 5 02 00

@ 1 annhack: <live canture inn

00 00 60 60 08

IT 4B

v | Expression... Clear A;

()
o1
00

80 00 15 06 21 60

Packets: 644

linux; GNU C++ version 4.9.1; Boost 105500;

ARFCN: 18,
ARFCN: 24,
ARFCN: 26,
ARFCN: 124,

Freq
Freq
Freq
Freq

938.6M,
939.8M,
940.2M,
959.8M,

CID:
CID:
CID:
CID:

9,
1313,
501,
9,

LAC
LAC
LAC
LAC

GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP
GSHTAP

1 bytes captured (648 bits) on
00:00:00:00:00), Dst: 00:00:00
(127.0.6.1), Dst: 127.6.8.

45 60 .
7160 .Cjte.e
00 60 Ly./

0

Dicnlaved: 312 (48 4%)

UHD_003.007

.

Protocol Lengtt |

B @

pply Shral

interface
)_00:00:00
1 (127.0.9)

100,

10
10

9,
9,
9,

Airprobe Rlsdr

T

clock_correction [ppm]: ¥ ¥ |0

qain: ¥ v |43 N

center_frequency: [¥|[9.388¢+08 e
9.3+08 9.4e+08 9.50+08 9.6et

Power (dB)

-100

1204

1404

40
60
80|

MCC
MCC
MCC
MCC

938.000

293,
293,
293,

9,

938.500

MNC
MNC
MNC

MNC:

.003-0-unknown

939,000

40,
40,
40,

9,

939.500

Pwr
Pwr
Pwr
Pwr

-Data0

~ Minimum Powe

~ Maximum Powe

35
33
27
29



Osmocom/gr-gsm

Typical (passive) attack setup...

(Clf

silent
SMS

)

TMSI

&

Osmocom

S

//Mobile phone user does
not detect reception of
silent SMS.

Attacker is intercepting
wireless communications
and performs cryptanalysis...

Capturing from Lo (loopback)

[Wireshark 1.7.2 (SVN Rev 42711 from /trunk)]
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

B EEXeL A ¢ T R QA @V E% B
"~ [Expression

@) 17:05 2 offii

Clear Apply Save

[source [ pestination [ Protocol [ Length| nfo B
o v =g 7
127.0.0.1 127.0.0.1 Leoa L1, N(R)=0, N(S)=3 (Fragment) ()
1633.512074000 127.6.6.1 127.0.0.1 Leoa 815, funceRR, N(R)=4
164 3.517848000 127.6.6.1 Leoa 81U, func=UI(DTAP) (RR) System Information Type 6
165 3.523744000 127.6.6.1 Leoa 81U, func=UL(DTAP) (RR) Measurement Report
166 3.529827600 127.0.6.1 Leoa SL1, N(R)=0, N(S)=4 (Fragment)
167 3.535750000127.0.0.1 Leoa 815, func=RR, N(R)=5
1
1 Lipoa 815, funceAR, N(R)
170 3.553861000 127.0.0.1 Leoa 81U, func=UI(DTAP) (RR) System Information Type 5
1713.559612000 127.0.6.1 oS 81U, func=UL(DTAP) (RR) Measurement Report

TP-MIS: No more messages are waiting for the MS in this SC
... ..00 = TP-MTI: SS-DELIVER (6)
» TP-Originating-Address - (1919)

» T-Service-Centre-Time-Stany
TP-User-Data-Length: (81) depends on Data-Coding-Schene
- Tp-User-Data

TP Reply Path paraneter is not set in this SS SUBMIT/DELIVER
e

; Frame (81 bytes) Reassembled LAPDM (101 bytes)

|O[The text of the SMS (gsm_sms... ] Packets: 2892 Displayed: 256 Marked: O

JProfile: Default



Part VI1:
IMSI Catchers



IMSI Catchers

Basically, they are fake base stations...

Alibaba.com Sourcing Solutions Services &

Global trade starts here.

Categories Products ~ What are you looking for

ip Help & C¢

Home > Products > Telecommunications > Communication Equipment > Other Telecommunications Products (103492) Subscribe to Trade Alert

IMSI catcher

@ RoHDE&SOHWARZ _ cu o0 - wosawD Ao covNGATION TESTER

FOB Reference Price:Get Latest Price

Hda

Us $1,800 t 1 Unit/Units (M

[ Contact Supplier

\7 Add to My Cart

BED
BEE

clg

Payment: This supplier also supports Western Union payments for offline
orders.

Zoom

View larger image



You have applied to
get your login
password, verification
code: 488056. Please
input the code within

minutes. Our staff

won't ask your code,

please don't disclose
it. [Alipay)

Silent Call - umts =

Mode:
IM5]
Clear channel

Fieal network LAC: BE

Please notice that,
Trojan is running on
this phone. Take this

chance.

You have applied to
change your password,
verification code: 642465
[Any attempt to ask this
verification code from
other is fraud, please
don't disclose it] If you
didn’t change your
password, please call
95188. (Alipay]

Reported Up Link Level

| [0dBm

Fiported Down Link Level
T | 73 dBm

Mobie T power: | 0 dBm Up Link Freq: | 13426 MHz

Status:

Silent callin progress

Stop .
0 T T
o
-10
20
£ .30 3
@
T .ag g
T 50§
3 0 3
& 7o 3
80 4
a0 2
100
110 + t t t t t
o 5 10 15 20 25 a0 35 an a5 50 55 &0
Time, Seconds

UNITED STATES DISTRICT COURT

SOUTHERN DISTRICT OF NEW YORK

IN THE MATTER OF AN APPLICATION OF
THE UNITED STATES OF AMERICA FOR
AUTHORIZATION TO CONTINUE TO
INTERCEPT ORAL COMMUNICATIONS
OCCURRING AT (i) THE SEATING AREA
INSIDE BRUNELLC TRATTORIA, 227 EAST
MAIN STREET, NEW ROCHELLE, NEW YORK
10801; (ii) THE SEATING AREA INSIDE
MARTO'S RESTAURANT, 2342 ARTHUR
AVENUE, BRONX, NEW YORK 10458;

{iii) THE SEATING AREA INSIDE
AGOSTINO’'S RESTAURANT, 969 BOSTCN
POST ROAD, NEW ROCHELLE, NEW YORK
10801; AND (iv) THE SEATING AREA

INSIDE THE MARINA RESTAURANT, WRIGHT
TEOT ANMTY MADTNRA 2GnN MRA¥FE AVRENITE . NREW

APPLICATION FOR AN
ORDER AUTHORIZING THE
INTERCEPTION OF ORAL
COMMUNICATIONS




IMSI Catcher (when it is caught :-])] )

I ————
AW I @MRE QK >V A=< 5 80w

N e212.imsi EED -| Expression... +
No. Time Source Destination Protocol Length Info

24.. 56.627398.. 127.0.0.1 127.0.0.1 GSMTAP 81 (CCCH) (RR) Paging Request Type 1

34.. 81.125671.. 127.0.0.1 127.0.0.1 GSMTAP

81 (CCCH) (RR) Paging Request Type 1

» User Datagram Protocol, Src Port: 57272, Dst Port: 4729
» GSM TAP Header, ARFCN: 0@ (Downlink), TS: ®, Channel: CCCH (5)
v GSM CCCH - Paging Request Type 1

» L2 Pseudo Length

» .... 0110 = Protocol discriminator: Radio Resources Management messages (0x6)
Message Type: Paging Request Type 1
» Page Mode

» Channel Needed

v Mobile Identity - Mobile Identity 1 - ImsI (i ENEGEGND

Length: 8
0010 .... = Identity Digit 1: 2

.. Odd/even indication: 0dd number of identity digits
.001 = Mobile Identity Type: IMSI (1)

[
Il

Mobile Country Code (MCC): Slovenia (293)

Mobile Network Code (MNC): SI Mobil (40)
» P1 Rest Octets

00 43 70 31 40 00 40 11 cc 76 7T 00 0O @1 7T 0O

0030 J
0040 2b 2b

2b

© 7 International mobile subscriber identity(IMSI) (e212.imsi), 8 bytes Packets: 4196 - Displayed: 2 (0.0%) - Load time: 0:0.83 - Profile: Default



Part VII:
Mobile Phone Infection

(via “classical” malware or via baseband attack])



First we intercept mobile phone network
connections and collect IP network traffic.

O3, L.

ptions [Nessessco | Menu |

ABDPFGHD KKki= | S
ZXCVBNMbL:E:& as

o @k

mp: ver output
Lstentng on any, ink-t
10:24:01.. 1P mat

hen we analyse netflow data.

eq
: IcHP echo reply,




Welcome Guest: Manual - Status

Data Sets telefon

Flows [2] DVETVIEW) SEatistce PEHONT: GEOMAP) TPsiSource [ TPSIDESLINaU oMLY Protocols rimzlin=

Date * Time Source IP Destination IP Destination Name Source Port Destination Port L4 Protocol Country

0 20174P 10:25:10 192.168.160.251 (I INGENEENGEGEGED 5020 443 e sst (D
0 2017 102500 192.168.160.251 (TG 27 443 Tce sst @D

© S © wireshark - Packet 201114 2017

v TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 2805
v Handshake Proteocol: Certificate
Handshake Type: Certificate (11)

YCODADH

Length: 2801 USER PID PPID VSIZE RSS WCHAN PC NAME
Certificates Length: 2798 . .
v Certificates (2798 bytes) root 1 7] 23296 g72 SyS_epoll_ eeeseeeeee S /init
Certificate Leng
v _ TOOC 2 %) o %) kthreadd oeceeeesee S kthreadd
e root 3 2 o ° smpboot_th ooeoeoeoes S ksoftirqd/e
e o . TOOC 7 2 %) %) rcu_gp_kth oeeeeseeses S rcu_preempt
Al thm Id: 1.2.840.113549.1.1.11 ha256WithRSAE t
e e e (shazsoHithRSAENCrypLion) root 8 2 ] o rcu_gp_kth oeoeoeoeoe S rcu_sched
v rdnSequence: 3 items (id-at-commonName: TOOC g 2 %) [%) Trcu gp kth 2000V Y S Trcu bh
» RDNSequence item: 1 item (id-at-countryName - - . .
» RDNSequence item: 1 item (id-at-organizatiog root 10 2 %) %) smpboot_th oeeoeseeee S migration/e
» RDNSequence item: 1 item (id-at-commonName:
» validity Toot 11 2 o % smpboot_th oeeeseesee S watchdog/e
» subject: rdnSequence (0)
— » subjectPublicKeyInfo root 12 2 o %) smpboot_th eeeeeesees S watchdog/i
v ext i 9 it . .
o Extonsion (id-oo. subjectAltnanc) TOOC 13 2 o %) smpboot_th eeesseeees S migration/i 4
e 2032017 (d-cersubjectAltiane) Toot 1y 2 o %) smpboot_th eeeeeesses S ksoftirqgd/a
'Ge';eNme;"'e& TooC 17 2 5} 4] smpboot_th oeveeseses S watchdog/2
v Generaliane F Toot 18 2 5} 5] smpboot_th veevesesee S migration/2
ame : .
" Generaliane root 19 2 ) %) smpboot_th seeesesese S ksoftirqgd/2
INSName :
v GeneralName e (2) Toot 22 2 o 5 smpboot_th oeveseeses S watchdog/3
+ goanane 8 (2) root 23 2 ) ) smpboot_th ooeeooeese S migration/3
v copmsane . W 2 Toot 2y 2 ) ) smpboot_th seessseses S ksoftirqgd/3
dNSN;
» Extension (Tgle—ce—I)aslcconstraintsj root 27 2 0 0 SmpbOOt—th 0000000000 S UatCthg/u
»Extensinn (id-ce-kewlisane) TOoOC 28 2 %) %) smpboot_th eeeeeseeee S migration/y
No.: 201114 Time: 1552.980957 - Source: 217.20.156.148 - Destination: 192.168.160.251 - Protocol: TLSv1.2 - Length: 1262 - Info: Certificate | T OO T 29 2 %) [%) Smpboot_th 2000000000 S |,(50‘f"tj_rqd/Ll
Help.| Toot 32 2 5} 5] smpboot_th veveeseses S watchdog/g
Toot 33 2 %} 2 smpboot_th oeeeesesee S migration/g
Toot 3L 2 %} 2 smpboot_th eeeeeseses S ksoftirqgd/g



Questions?
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