You are who you know:
Inferring user profiles in online social networks




Facebook and personal data

Users upload information to sites like Facebook
Profile information
Status updates
Photos, videos

Prlvacy model for data +
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What is implicit data?

Example: MIT’s Project Gaydar
Predict sexual orientation based on friends

Exploiting homophily
People associate with others like them
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This talk

Explore how much implicit data exists on online social networks?

Or, how much information can be inferred?
How much data is needed to be able to infer?

FOCUS on one SOUFCE soaal network
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Roadmap

1. ldea: Use communities to infer attributes

2. Collect fine-grained community data

3. Do attribute-based communities exist?




ldea: Use communities

Project Gaydar used 1-hop friends

Using >1 hop friends is challenging

Exponential growth in size
Unclear relationship to source




What do we mean by communities?




What do we mean by communities?




2. Collect fine-grained community data

3. Do attribute-based communities exist?




Social network data

Crawled two Facebook networks
Rice University (university)
New Orleans (regional)




Social network data

Crawled two Facebook networks
Rice University (university)
New Orleans (regional)
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Social network data

Crawled two Facebook networks
Rice University (university)
New Orleans (regional)
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Collecting attributes

Obtained authoritative information

Queried student directory
College (dormitory), major(s), year

Could not collect Facebook profiles







Do attributes define communities?

Put users into groups based on attributes “Dak 4 //
Determine if these are communities ﬁ’ﬁ\z\
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Attribute communities for Rice ugrads







Using communities to infer attributes

Can we detect a single attribute community?
Given a few users in the community

Previous approaches proposed (local community detection)
Not designed for social networks
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Normalized Conductance

How strong is a particular community A?

Rest of

Conductance previously proposed
Network

But, biased towards large communities
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Algorithm

Given seed users, find a community by
Adding users

Stopping at some point ‘

Atl_each step, add user who NCEEASES




How to evaluate?

Evaluate performance using precision and recall
Algorithm takes in fraction sharing attribute

recall = fraction of remaining attribute-sharing users identified




Can we infer Rice undergrad classes?




Can we infer Rice undergrad classes?
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Can we infer Rice undergrad classes?
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Can we infer Rice undergrad classes?
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an we infer Rice undergrad classes?

ision

Prec
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Inferring other attributes
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Inferring other attributes
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Can we infer user-provided attributes?

Use New Orleans data
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Summary

Ongoing online social network privacy debate
Focuses mainly on explicitly provided attributes

Demonstrated that many attributes can be inferred
Even if user didn't provide them




Questions?




Backup slides




Facebook privacy debate

Debate over privacy model and defaults
Who can see users’ attributes, status, friends

Scale, intensity of debate illustrates importance

So far, focused on explicit data
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Obtaining authoritative information

RiICE UNIVERSITY

Advanced Search

Advanced Directory - People Search

05.02.2010 WSDM’'10

Additional information from student
directory and alumni directory

Found matches for

1,233 (20.0%) undergraduates
548 (8.9%) graduate students
2,093 (33.9%) alumni

Focus on undergraduate network
Obtained college, major(s), year

Similar results for others

Alan Mislove 26



Modularity

How good is a community division?

Metric: Modularity Q

Fraction of links within communities
Relative to a random graph
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How good is a community division?

Metric: Modularity Q
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