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Hippocratic Data Systems
Systems that protect the privacy, security, and ownership of data while not impeding 

the flow of information

Specification 
Controlled Data 

Management
Fine-grained 

enforcement over 
collection, disclosure, 
and retention of data 

respecting an 
organization’s policy 
and user preferences

Privacy Preserving 
Data Analytics

Preserve privacy at 
the individual level, 
while still building 

accurate data mining 
models at the 

aggregate level

Compliance 
Auditing
Audit and 

provenance if data 
has been disclosed in 

violation of the 
specified data 
sharing policy

Sovereign 
Information 

Sharing
Selective, minimal 

sharing across 
databases separated 

due to statutory, 
competitive or 

security reasons

Series of papers from the Quest group in IBM Almaden and by others (circa 2000-05) 



Email rakesha@microsoft.com if interested in an internship on this topic 
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