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Primary Motions for Pivotal 

Agile:  data driven apps and 
rapid time to value 
 
 
Data Lake:  store everything, 
analyze anything 
 
 
Enterprise PaaS: revolutionary 
software development and 
speed; build the right thing 
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Motivation 

� Enterprise network is complex 
–  Different technology components with lots of dependency 

� Role of Reliability Engineering 
–  Ensure 24x7 uptime, network monitoring and quick resolution 

� Alerts are high volume; eyes-on-glass operation 
–  Event logs, performance metric log, incident tickets 

� What intelligence can we mine from data to improve 
operational efficiency for Reliability Engineering? 
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Business Goal 

�  Improve operational efficiency of IT Support & Help 
Desk 

� Method: Analyze and cluster historical alert and 
incident data : 
–  To profile clusters in volume or mean-time-to-resolve  
–  To recommend incident resolution 
–  To predict infrastructure failures before they occur 
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Challenges 
�  Data 
–  Large volume: 10 million 

alerts and incidents in 6 
months from just one 
business service.  There are 
numerous services – debit 
processing, fraud detection, 
etc.. 

–  Multi-structured: Semi-
structured and unstructured 
text 

–  No labeled data 

� Analytics 
–  Alerts/incidents have short 

text 
–  Clustering techniques at 

scale for incidents 
–  Cluster interpretability for  

qualitative evaluation 
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Approaches 
•  Unsupervised learning based 

approach 

•  Represent alerts as bag-of-words; 
Define a distance metric to compare 
any two alerts and perform clustering. 

Token 
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Stopword 
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and removal 

Distance 
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Apply 
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method 

Post-process 
and visualize 

results 



9 © Copyright 2013 Pivotal. All rights reserved. 

Clustering of Semi-Structured Text Alerts 
�  Distance metric 

�  Jaccard Index, dist(A,B) = 1 – (|A ∩ B|/ |A U B|) 

�  Given NxN, create a graph, establish an edge 
between nodes (alerts) if the distance < h  

�  Clustering 
–  Connected components detection  
–  Graph partitioning 

Compute D 

di,i = Σj W(i,j)  

D-1/2(D-W) D-1/2x 
= λx  
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 Clusters From Each Alert Group  
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Mean-Time-To-Resolve for Clusters  
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Cluster Visualization – An Alternative To Word Clouds 
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Clustering Unstructured Text Incidents 
�  Distance metric 

�  Dist(A,B)= Const - |A ∩ B| 

�  Clustering 
–  Use of non-negative matrix factorization to find latent 

representation of incidents 
–  KD tree for coarse space partitioning 
–  Hierarchical clustering: complete-linkage 
–  Refine by merging clusters 
–  Choose a prototype for cluster representation 

–  An examplar with the shortest distance to its farthest member in a cluster 
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Top-25 clusters account for 20% of 67K incidents 
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Takeaways And Lesson Learned 
�  Understand where your alerts/incidents are coming from is an 

important step in improving infrastructure support 
–  Profiling classes of alerts for business intelligence 
–  Resolution recommendation 
–  Application or hardware failure prediction 

� MPP computing architecture + proper algorithm choice are 
needed to deal with scalability 

�  Tuning iterations require good cluster visualization  
�  Future direction: leverage temporal info. 
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