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Outline

* Previous work of face de-identification

e k-Same family of face de-identification methods
e Motivation of this work

e Overview of the proposed method

e Experimental results
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Previous (related) work

 Ad hoc methods: blurring, pixelation, censor bars

[1] [2] | [3]

* These ad hoc methods cannot protect their de-
identified faces from face recognition software.
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The k-Same family of face de-id
methods

Face features in a simplified 2D illustration
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methods
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@

@
DE De-identification Universityof

.EQI HEINEICY p_rc:tcctaon . Hertfordshire
= in multimedia content. 4



The k-Same family of face de-id
methods

Face features in a simplified 2D illustration

@
@
O I
o

@
@
@
@

DE De-identification Universityof
for privacy protection Hertfordshire
- ID in mulimedia content. 4




The k-Same family of face de-id
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The k-Same family of face de-id
methods

* The first member: k-Same-Eigen, 2005 [4]

dl Limitations _[solutions
Preservation of data utility k-Same-Select, 2005 [5]
Ghost artefacts k-Same-M, 2006 [6]

Limited privacy protection k-Same-furthest, 2014 [7]
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Our previous work — k-Same-furthest
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A problem of k-Same faces in real-
ife applications

e People share the same de-identified face
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e People share the same de-identified face

‘ Hi, I’'m Jack \
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A problem of k-Same faces in real-
ife applications

e People share the same de-identified face

‘ Hi, I’'m Jack \ Hi, I’'m Oliver




A problem of k-Same faces in real-
ife applications

e People share the same de-identified face

‘ Hi, I’'m Jack \ ‘ Hi, I’'m Oliver H Hi, I’'m Harry \
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A problem of k-Same faces in real-
ife applications

e People share the same de-identified face

‘ Hi, I’'m Jack \ ‘ Hi, I’'m Oliver H Hi, I’'m Harry \ ‘ Hi, I’'m James \
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A problem of k-Same faces in real-
ife applications

e People share the same de-identified face

Guess who we are?




A problem of k-Same faces in real-
ife applications

e People share the same de-identified face

e Impossible to track/distinguish individuals in a de-
identified video.
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Our k-Diff-furthest method

Face features in a simplified 2D illustration
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Our k-Diff-furthest method

Face features in a simplified 2D illustration
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Our k-Diff-furthest method

Face features in a simplified 2D illustration .....
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Our k-Diff-furthest method
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Our k-Diff-furthest method

Face features in a simplified 2D illustration .....
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Our k-Diff-furthest method

Face features in a simplified 2D illustration
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k-Diff-furthest de-identified faces

e Original faces

e De-identified faces
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Protection of original identities

Processing of k-Diff-furthest illustrated with
a simplified example in 2D space
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Recognition rates for de-identified
faces against their original faces
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Diversity of face datasets

Histogram of feature
distances of original
faces and various sets
of de-identified faces
when k=5

Distribution of k-Diff-
furthest de-identified
face set have the
similar outline with
the original face data
set
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Experimental results by k-Dift-
furthest

Original faces

De-identified faces (k=5)
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Experimental results by k-Dift-
furthest

Original faces
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Conclusions

* Main contribution: distinguishable de-
identified faces.

 Diversity of the original face set is
maintained in the de-identified face set.

* Perfect privacy protection performance is
achieved.
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